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CYBER SECURITY

Ireland is at war and the 
battlefield is invisible, 
delegates at ‘Cyber Expo 
2023’ heard, as Paul C. 
Dwyer, CEO of Team 
Cyber and President of the 
International Cyber Threat 
Task Force (ICTTF), delivered 
his keynote address, warning 
that the time for action is 
now and Ireland needs to be 
ready to respond.

BATTEN DOWN THE CYBER HATCHES
Ireland's New Frontline in Warfare

The keynote address at Cyber Expo 2023 by Paul 
C. Dwyer began with a pertinent question on 
his opening slide, ‘Cyber War – Is Ireland Ready?’ 
The global stage has been set, he argued, with 

instability and nation-state actors targeting critical 
national infrastructure. 

He referenced the enigmatic ‘Chinese weather balloon’ 
– a mysterious event that captured media attention – and 
introduced the audience to the fifth domain of warfare: 
‘cyber’, an elusive theatre of war with blurred lines.

The concept of cyber warfare is not new, but Dwyer’s 
insight into its reality proved to be an eye-opener for 
delegates, as he shared real-life examples of cyber 
nation-state attacks, showing how they’re becoming 
more frequent and alarmingly pedestrian.

WORLD’S BIGGEST CYBER THREATS
The man Dwyer named as the world's biggest cyber 
threat actor, Vladimir Putin, was described using the 
acronym P.R.I.C.K. — Powerful, Resourceful, Innovative, 
Cold and Knowledgeable. This wasn't a casual affront, but 
rather an encapsulation of the danger Putin represents, 
he said.

Dwyer explained Putin's rise to power, his association 
with cyber mercenaries, criminal gangs and his 
involvement in creating academies for cybercriminals 
and trolls that globally poison news feeds, democracy, 
and truth. “The evidence is damning, the connections 
extensive,” he noted.

By walking the audience through the ‘Not Petya’ 
cyber-attack on Ukraine, Dwyer laid bare the reckless 
nature of modern cyber warfare. He stressed the ‘near 
miss’ on Chernobyl, a stark reminder that the digital 
battlefield has real-world implications.

Bringing the reality closer to home, he discussed 
the recent devastating cyber-attack on Ireland's Health 
Service Executive (HSE) by the Conti ransomware group, 

exposing their motivations and links to Putin.
A shocking revelation came with Dwyer’s disclosure 

of the ‘Vulkan Files’, which he said, illustrated how the 
cyber arms industry, represented by groups like NTC 
Vulkan, was entwined with the Russian government.

Dwyer didn’t just present data; he presented 
personal research, identifying ex-members of NTC 
Vulkan working in critical national infrastructure in 
Germany and Ireland. His revelation wasn’t just a story; it 
was a warning, a call to action.

NEUTRALITY AND THE CALL TO ARMS
Delivering his speech at Cyber Expo 2023, he drew 
reference to President De Valera’s speech on the same 
date in 1945. Dwyer's speech culminated in a reflection 
on Ireland's historic stance on neutrality, drawing 
parallels. In a world torn by cyber warfare, the decision 
around neutrality is not just a political stance but a 
matter of national security.

Dwyer’s leadership in Team Cyber, ICTTF and 
the EU Cyber Academy have served to highlight his 
commitment to empowering businesses globally. 
His belief that “knowledge is power” has become his 
mission, a quest to protect through education. 

Dwyer highlighted that the threats are real. “The 
lines have been drawn; the battle has commenced. For 
Ireland, the time to batten down the cyber hatches is 
now. It’s a fight for survival in a world where the frontlines 
are not marked by trenches but by lines of code. 

“The question is no longer whether we are ready, but 
whether we can afford not to be. The time for action is 
now, and the responsibility lies with all of us. The stakes 
have never been higher. Ireland, are we ready?”

Video recording of keynote speech: https://teamcyber.
com/2023/06/27/video-recording-of-keynote-at-
cyber-expo/

“The question is no longer whether we are ready, but whether we can afford 
not to be” – Paul C. Dwyer 


